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Executive Summary 

When the SICAS Panel was originally tasked with the development of SARPs for the Aeronautical 
Telecommunication Network (ATN), the Panel was required to base the ATN on open protocols that 
would be as far as possible “industry standard”. This resulted in the choice of the ISO protocols for 
Open Systems Interconnection (OSI) for the ATN. At that time, use of this protocol suite was 
mandated by many ICAO contracting States. 

By 1997, the SICAS Panel and its successor, the ATN Panel, had successfully developed and 
validated SARPs for the ATN. Since then, Air Traffic Services (ATS) Applications based on these 
SARPs have moved towards deployment and are now being used operationally in some areas. In 
Europe, use of Controller Pilot Datalink Communications (CPDLC) compliant with the ICAO ATN 
SARPs is already in operational use and, from 2009, is expected to be mandated for operations 
above FL285. 

However, even though the ISO protocols were strongly supported by contracting States, outside of 
the aeronautical industry communications services were developed using an older set of standards 
that are collectively known as “TCP/IP” – more correctly known as the Internet Protocol Suite (IPS). 
These are now the de facto standards for open communications and products based on IPS protocols 
are widely available and at a low cost. 

In the ground environment, it is believed that significant cost savings can be made by introducing 
products based on IPS protocols for support of ICAO applications such as the ATS Message 
Handling Service (ATSMHS), for other applications, and in support of air-ground communications. 
Some ICAO Contracting States have started the deployment of the IPS in such areas. 

In the air-ground environment, there is interest in the use of the IPS. However, this is a very different 
environment to the ground. There are specific issues to do with mobility and security that have to be 
carefully considered. While there is a desire to make use of industry standards in the air-ground 
environment, this is recognised as a more complex issue, and accordingly will take significantly 
longer when compared with the ground environment. Product development cycles and in-use 
lifetimes are considerably greater than those for ground communications systems; this being 
primarily due to safety considerations and the consequential need to certify the systems used and the 
cost of doing so. 

In consideration of the above issues, the Air Navigation Commission directed that ACP Working 
Group N be tasked with studying the use of TCP/IP in aeronautical networking and making 
recommendations for future work in this area. This report is the result of this task. 

ACP Working Group N progressed this task with the following methodology: 

1. A Survey of ACP contracting States was undertaken in order to determine the extent that 
IPS is used for aeronautical communications in each State, and in what context. 

2. Consideration was given to the requirements of aeronautical communications in areas 
such as performance, safety, security, mobility, etc. 

3. Separate consideration was given to the ground-ground and air-ground environments and 
the capability of existing “off-the-shelf” IPS products to meet these requirements. 
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4. A conclusion was then developed on the suitability of the IPS to meet aeronautical 
communications requirements, and a proposed future work programme was formulated 
to facilitate the use of IPS in the selected area of aeronautical communications. 

The survey confirmed that the IPS is already being successfully used by some States in support of 
ATS applications. This is particularly true of AMHS deployments in Europe, although such 
deployments are not compliant with the ICAO SARPs. It is noted that the ASIA/PAC region is 
deploying SARPs-compliant AMHS. These two approaches are interoperable using dual-stack 
AMHS systems, and there should be no interworking problems as a result of these different 
decisions. 

Other uses for the IPS include the migration of the European On-Line Data Interchange (OLDI) 
network (used for ATSU to ATSU communications) from the current X.25-based infrastructure to 
one based on the IPS. There are also plans to support ATN air-ground communications through a 
ground infrastructure based on the IPS, whilst retaining the OSI-based communications air-ground 
and end-to-end. 

Some States are also deploying “Voice over IP” for ground-ground voice communications. 

Use of the IPS in the ground environment appears to be straightforward and, at present, seems to 
need little in the way of supporting SARPs other than accommodating use of the IPS in the 
Aeronautical Fixed Service (AFS). On the other hand, it may be useful for ICAO to develop 
guidelines for the use of the IPS in such environments. Further consideration should be given to this 
subject, with the aim of development of the minimum set of SARPs and Guidance Material 
necessary to support global interoperability. Technical provisions to ensure network security are also 
specifically required in the IPS environment. 

In the air-ground environment, a more complex situation has emerged. In particular: 

1. ICAO Mobility requirements for Air Traffic Management (ATM) cannot be satisfied by 
the IPS (including the use of “Mobile IP”). At least two different approaches to resolving 
this problem have been suggested and this issue will need to be studied before any clear 
direction on the use of IPS in the air-ground environment can emerge. 

2. There will be significant additional security considerations resulting from any move to 
use the IPS in the air-ground environment. The current ATN has the advantage of 
“security by obscurity”; that is, the limited use of the OSI and ATN protocols in wider 
industry limits the availability of the technical knowledge needed to mount an active 
attack. This advantage is lost by a move to industry standard protocols. Moreover, there 
would be considerable risk resulting from any direct or indirect attachment to the public 
Internet, either by error or design. A careful risk analysis needs to be carried out, and 
necessary threat-mitigation measures implemented, if deployment of the IPS is to be 
considered in the air-ground environment. 

3. Product development and in-use lifecycles for safety-related avionics are much longer 
than is normal in wider industry. This is a consequence of the safety requirements and 
the need for certification. CPDLC deployments are now being rolled out based on the 
current ICAO SARPs and it will be many years before there is a need to replace current 
equipage. Replacement of the current generation of ATN avionics would only be 
necessary if new applications were identified that could not be supported by the existing 
platforms. 
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The conclusion of the report is that the use of the IPS to support aeronautical communication in the 
ground environment is fully justified. WGN recommends that the development of the necessary 
SARPs and Guidance Material be added to the ACP/WGN work programme. In developing these 
provisions, use will be made of readily available  industry standards and specifications, following 
previous practice with the ATN SARPs. No amendments to the current SARPs and  detailed 
technical specifications of the ATN (Doc. 9705) that may affect compatibility with current 
operational systems are expected. This work may be completed in ACP within 2–3 years, to be 
followed by validation activities. 

Noting that currently some ICAO contracting States already have, or are considering, 
implementation of IPS in aeronautical ground-ground communication, the ACP is available to 
provide, as required and through the Regional Offices, guidance to States that are implementing the 
IPS suite before relevant SARPs are completed, to secure, as much as possible, compatibility of such 
implementations with the ICAO material that is being developed. 

For air-ground communication, technical issues, mainly relating to mobility and security aspects 
associated with the introduction of the IPS in the air-ground datalink systems, need to be resolved. 
Depending on the outcome of this task, relevant amendments to the currently available material as 
contained in SARPs and Doc. 9705 could be developed. In pursuing this work, use should be made 
of a readily available version of the IPS suite avoiding the need to tailor these standards to 
aeronautical-specific requirements. Following this activity, validation and equipment certification 
would be necessary prior to any operational implementation. It is expected that, if no significant 
problems are encountered, this task can be completed in the medium term. This work should take 
care not to destabilise ongoing ATN air-ground implementations and should be considered in 
support of future air-ground applications. 
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1. Introduction 

1.1 Background 

While ICAO was developing the ATN specifications based on the ISO Open Systems 
Interconnection protocol suite, the commercial data communications community was increasingly 
implementing systems based on an older set of standards referred to as the Internet Protocol Suite 
(IPS), more commonly known as “TCP/IP”. Although one of the development goals of the ATN was 
to use “industry standards”, IPS has ultimately supplanted OSI as the de facto standard for 
networking, and has become pervasive throughout the world while OSI has dwindled. There is 
therefore a strong desire to adopt the IPS in aeronautical communications in order to reap the cost, 
supportability and other benefits of using industry standards originally hoped for from the OSI 
protocols. 

In light of the dominant position of the IPS in the commercial networking environment, the  
Commission concluded that consideration should be given to whether it was viable for aeronautical 
applications to make direct use of the IPS. This resulted in a task for ACP Working Group N as 
follows: 

“Consider the use of TCP/IP protocols in the provision of aeronautical 
internetworking.” 

This document is the output of the WGN’s investigation on the use of the IPS as a provision for 
aeronautical internetworking. 

1.2 Process 

ACP Working Group N progressed this task with the following methodology: 

1. Survey the ACP Members to determine the extent that IPS is used for aeronautical 
communications in their States, and in what context (A summary of the survey results is 
contained in Appendix 1), 

2. Consider IPS based on technical, business, and industry support perspectives, 

3. Consider the requirements of aeronautical communications in areas such as performance, 
safety, security, mobility, etc., 

4. Consider the ground-ground and air-ground environments separately and the capability of 
existing IPS product set to meet the requirements, and 

5. Conclude on the suitability of the IPS to meet aeronautical communications requirements 
and develop a proposed future work program to facilitate the use of IPS in the selected 
area of aeronautical communications. 

Section 1.3 reports on the current state of aeronautical communications. Section 2 considers the 
ground-ground communication environment. Section 3 considers the air-ground communication 
environment. Section 4 reports the conclusions. Section 5 provides a recommendation for a future 
work programme. 
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1.3 Current State of Aeronautical Communication 

The current state of aeronautical communication is presented using the following structure: 

1. Ground-ground communication 

a) Store and Forward Messaging 

b) Point-to-Point communication 

c) Point-to-Multipoint (broadcast) 

d) Surveillance data distribution 

e) Voice communication 

2. Air-ground communication 

a) Datalink communication 

b) Voice communication 

1.3.1 Ground-Ground Communication 

1.3.1.1 Store and Forward Messaging 

Annex 10 includes SARPs for the Aeronautical Fixed Telecommunication Network (AFTN) and a 
reference to the EUR Common ICAO Data Information Network (CIDIN) Manual where the CIDIN 
protocol is specified. 

All States use either AFTN and/or CIDIN for international exchange of certain types of aeronautical 
information. AFTN/CIDIN use a character-based transmission protocol. AFTN and CIDIN are 
deployed over a variety of media, from relatively low bit rate telegraphic circuits to high-speed 
channels over modern network services. 

In recognition that a solely character-based data transfer service may constrain future aeronautical 
data transfer solutions, and that the AFTN/CIDIN systems would become increasingly difficult to 
procure and maintain, Annex 10 also defines SARPs for the ATS Message Handling Service 
(AMHS) which is intended to replace AFTN and CIDIN. The AMHS SARPs are part of the ATN 
SARPs and AMHS is specified to operate over the ATN Internetworking Communication Service 
(ATN ICS). 

AMHS is now in the deployment phase and some early implementations are now in operational use. 
The ASIA/PAC implementation of AMHS will use the ATN ICS and a regional ATN ground 
network infrastructure, which is now being established. This ground network infrastructure will be 
based on point-to-point connections between ATN routers, using X.25 over leased-line circuits in the 
short-to-medium term, with the network topology based on that of the regional AFTN network. 

On the other hand, the EUR regional implementation will use IPS instead of the ATN ICS. Initially 
these IPS interconnections will be bilaterally agreed circuits, but the EUR region aims to deploy a 
pan-European Wide Area Network (WAN) using IPS protocols. 
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1.3.1.2 Point-to-point communication 

ICAO SARPs also specify an Inter-Centre Coordination application called AIDC. AIDC is specified 
to operate over the ATN ICS. Implementation of AIDC is on hold whilst the operational 
requirements are re-examined as this is likely to lead to a second version of the ICAO AIDC 
standard. 

In ASIA/PAC, an inter-centre coordination application called “APANPIRG AIDC”, which is not 
compatible with ATN AIDC and uses the AFTN message format as its application protocol, is in use 
between some States. It is expected that when ATN AIDC is adopted, it will use the regional ATN 
ground network infrastructure. 

Europe has a widely deployed variant of AIDC called OLDI (On-Line Data Interchange). Whilst this 
is currently deployed over X.25, using Europe’s interconnected national X.25 WANs, a European 
Implementing Rule has mandated the migration of OLDI to IP-based networks toward the end of this 
decade. The service has been prototyped over IPS and this has resulted in a regional specification for 
this Flight Message Transfer Protocol. Although bilateral data communication arrangements would 
be suitable, it is intended that this service would make use of the pan-European IP WAN, when it 
comes into existence. 

1.3.1.3 Point-to-Multipoint (broadcast) 

The ICAO AFS also includes provisions for point-to-multipoint services. For example, the Satellite 
Distribution Service (SADIS) enables broadcast of meteorological data to remote terminals. This 
service is provided from a Ground System in the UK, and provides one-way data transmission to 
globally distributed VSAT terminals. Whilst the primary satellite distribution uses the X.25 protocol, 
an IPS-based ground back-up is also provided. The new, wholly IPS-based service has been 
deployed, and migration to this service has commenced. 

1.3.1.4 Surveillance data communication 

Exchange of surveillance data (radar) over international boundaries is not particularly common 
globally, and no ICAO standard exists to specify how this should be achieved. 

However, in Europe international radar-data distribution is fairly common and has been regionally 
standardized. Again, this data distribution is currently accomplished via the interconnected national 
X.25 WANs and again there is a planned migration to IP-based Services toward the end of this 
decade. Although bilateral data communication arrangements would be suitable, it is intended that 
this service would make use of the pan-European IP WAN, when it comes into existence. 

1.3.1.5 Voice communication 

Inter-centre voice communications have been standardized in an ICAO Manual on Air Traffic 
Services (ATS) Ground-Ground Voice Switching and Signalling (ICAO Doc 9804, Edition 1). There 
are known deficiencies with this standard that prevent widespread deployment, but limited interest in 
fixing them. 

In practice, ATSUs communicate using a variety of traditional means, often using telephony 
infrastructure achieved by interconnecting Voice Communication Switches with commercially 
provided bearers. 
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1.3.2 Air-ground communication 

1.3.2.1 Voice communication 

The majority of controller-pilot communication remains voice communication. This is achieved 
using a range of RF communication technologies. Air-ground voice communication can be 
considered in two parts, the ground-ground transmission from the controller to the RF antenna and 
then the RF element between the ground and airframe. 

The air-ground RF technologies are specified in Annex 10, but the ground-ground RF technology is 
not. 

In continental airspace VHF communication is commonplace. In other areas (polar, oceanic) HF or 
Satcom may be used. In busy continental areas HF frequency congestion is increasingly becoming a 
limiting factor for airspace capacity, despite measures such as 8.33kHz channel separation. 

A variety of techniques are used to transfer the voice signals from the controller to the RF antenna. 
Although in its early development phases, Voice over Internet Protocol (VoIP) is being considered 
in this context. 

1.3.2.2 Datalink Communication 

ICAO has specified SARPs for air-ground data communication. The air-ground applications 
CPDLC, CM, ADS and FIS are specified to operate over the ATN ICS. The ATN ICS incorporates 
VDL, HFDL, Mode-S and AMSS air-ground data sub-networks. 

In practice today most air-ground data communication is achieved using the commercially provided 
Aircraft Communication Addressing and Reporting System (ACARS), which are specified in AEEC 
(Airlines Electronics Engineering Committee) Specifications. ACARS is a character-based protocol, 
using the upper-case alphanumeric character set. 

Although ACARS was originally intended to provide only Aeronautical Operational 
Communications (AOC), the aircraft operators (primarily but not exclusively airlines) have worked 
with Air Navigation Service Providers (ANSPs) to expand the ACARS message set to include 
departure clearance, digital ATIS, and oceanic clearances. These messages are defined in a 
combination of AEEC and EUROCAE documents. 

Within the same time frame, a group of ANSPs, airlines, airframe manufacturers, and avionics 
vendors defined a set of functionality called FANS-1/A. This specification set (documented in a 
combination of AEEC, RTCA/EUROCAE, and private documents) defines the carriage of CPDLC 
and ADS messages over the ACARS network. The FANS-1/A and ICAO CPDLC and ADS message 
sets are not identical. Today, ATS datalink communication in airspace over most of the oceanic and 
remote parts of the earth is provided using FANS-1/A, and more than 1 000 aircraft use this service. 

Although originally defined to operate only over a single VHF channel, the ACARS definition has 
since been expanded to allow routing of ACARS messages over high-speed VHF (VDL Mode 2), 
satellite communications (Inmarsat AMSS), and HFDL. ACARS routing allows the selective use of 
these various media, depending on availability, contract arrangements and cost. 

Early implementations of air-ground data communications using ATN were installed in about 20 
aircraft and on the ground in the Miami Air Route Traffic Control Center (ARTCC) and in UAC 
Maastricht. Although the Miami service has been suspended, further ground installations are being 
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planned and installed in most of the Western European En-route Centres. More than 100 aircraft are 
currently equipped with ATN avionics. An implementing rule in the context of the Single European 
Sky regulations is expected to be approved by the end of 2005, requiring ATN CPDLC capable 
equipage for flights operating above FL285. This is expected to become effective in 2009. 

A background to the historical context, development methodology and current status of the ATN 
SARPs is included within Appendix 2 of this document. 

The AEEC has developed guidance material on the use of IPS for air and ground data 
communications. The information is documented in ARINC Specification 664, Part 8. The 
air-ground material has not been operationally validated. 

Several broadband companies have launched broadband aeronautical Internet connection service that 
uses the IPS. These services allow passengers to access the Internet, corporate intranet, or email 
services. None of them have targeted ATS service provision due the higher safety and security 
requirements of this small market. 
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2. Ground-Ground Communication 

Ground-ground communication is interpreted as the ground-based networking infrastructure used to 
carry ATS communication traffic between contracting States. 

2.1 Technical Aspects 

The IPS provides networking services that have equivalent functionality to those provided by the 
ISO/OSI protocols used by the ATN. There are protocol services available for both interior and 
exterior routing, addressing, and network layer security. 

Currently, some contracting States are using IPS based networks to provide Air Traffic Management 
(ATM) services. 

2.1.1 Initial Feasibility Demonstration 

The EUROCONTROL Internet Protocol for Aeronautical eXchange (iPAX) Task Force 
demonstrated the feasibility of IP networking across Europe, and presented the results of this activity 
to ICAO (ATNP). The Task Force comprised representatives from 26 European ANSPs. It 
developed IP addressing plans, integrating new and existing ATC applications, including directory 
services, security, ground mobility and migration techniques. EUROCONTROL and European 
ANSPs performed trials involving more than 100 networking devices and systems spread across 14 
sites. The infrastructure was established and ATM application tests (AMHS, ASTERIX, OLDI, 
generic IP services) were successfully performed. The iPAX architecture enables coexistence of 
X.25, IPv4 and IPv6 technologies and facilitates transition from X.25 to IPS. However, IPv6 is the 
long-term target. 

2.1.2 Possible Approaches 

The following possible approaches have been identified for implementing ATS applications using 
IPS: 

i. Dedicated Applications over IPS 

ii. Use of IP SNDCF for ATN traffic over IPS networks 

iii. ISO Upper layers over IPS using RFC 1006 

iv. Future Support for Voice Communication 

These approaches are outlined in the following paragraphs. 
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2.1.2.1 Dedicated Applications over IPS 

(Refer to 2.1.2i.) The passing of information on individual flights as part of the co-ordination process 
is a major task at ATC Units. In Europe, the operational use of connections between Flight Data 
Processing Systems at ATSUs in different States has been developing since the 1980s. In order to 
facilitate implementation, common rules and message formats are specified in the EUROCONTROL 
Standard Document for On-Line Data Interchange (OLDI). OLDI messages have traditionally been 
exchanged between ATC Centres in Europe using the Flight Data Exchange protocol (FDE-ICD), 
which is based on X.25 packet switched networks or point-to-point connections. FDE-ICD Part 2 
was developed to support similar interchanges over IP, using IPv6, and this has been validated in 
pre-operational trials. 

Figure 1 

The LINK 2000+ programme plans to use OLDI for the ground forwarding of messages used by the 
ATN Context Management (CM) application. CM Ground Forwarding is used in the EUR Region to 
avoid the CM Logon overhead during Transfer of Communications between European States. 

Under the EC Single European Sky interoperability regulation, a draft Implementing Rule has been 
developed for the Flight Message Transfer Protocol (FMTP), which is functionally identical to 
FDE-ICD Part 2. If the implementing rule comes into force, implementation of the IPS-based FMTP 
will become a mandatory requirement for EU Member States. 

This technique can be applied to other applications. 
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2.1.2.2 Use of IP SNDCF for ATN traffic over IPS networks 

((Refer to 2.1.2ii.) The IP Sub-network Dependent Convergence Function (IP SNDCF), as proposed 
for inclusion in Doc 9705, allows IP to be used as an ATN sub-network protocol. The following 
diagrams illustrate this functionality. 

 

Figure 2 Example 1 (Ground-Ground) 

Figure 3 Example 2 (Air-Ground) 
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2.1.2.3 ISO Upper layers over IPS using RFC 1006 

(Refer to 2.1.2iii.) The ATS Mes sage Handling Service (AMHS) as currently specified in ICAO 
Annex10 and Doc 9705 operates over the ATN TP4 transport layer. A European regional profile for 
AMHS over the IPS has been developed. 

The ICAO European Air Navigation Planning Group (EANPG) has published Conclusion 44/45: 
“That States in the EUR region use IPS …for the initial implementation of AMHS, as a transition 
mechanism to enable AMHS operations to commence ahead of the full SARPs-compliant data 
transmission system”. 

For coexistence with other regions, a dual-stack configuration would be deployed, meaning 
boundary message transfer agents (MTA) will be able to communicate within the EUR region using 
RFC 1006 and the IPS, and externally using TP4/CLNP as per ATN SARPs. 

Figure 4 

2.1.2.4 Future Support for Voice Communication 

(Refer to 2.1.2iv.) It is envisaged that terrestrial voice communication will migrate to Voice Over IP 
(VoIP) applications in the future. This is formalized in the European ATM COM Strategy and 
EUROCAE WG-67, Voice over IP for ATM terms of reference. 

2.1.3 Performance 

Due to the large implemented base of IPS networks and services, the performance elements of the 
IPS are well understood. There are networking approaches available for both real-time and 
non-real-time services. In addition, as noted in Appendix 1, IPS Use Survey, contracting States are 
currently using IPS-based networks to provide ATM services. 
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This is further demonstrated in the examples noted in paragraph 2.1.2 of this document. There are no 
technical constraints that would prevent IPS-based networks from meeting the performance 
requirements listed in Doc 9705 for ground-ground applications. 

The IPS standards contain provisions for Quality of Service (QoS) and priority, although not with 
the same level of granularity as the ATN protocols. However, some IPS product vendors may not 
choose to support the full IPS implementation of QoS. This is not a significant issue for the currently 
defined ground-ground CNS/ATM applications. 

2.1.4 Safety 

The certification requirements for the ground-ground networks are not as stringent as for air-ground 
networks. 

The primary requirements for safety are data integrity, service reliability, and service availability. 
Therefore, the integrity, reliability, and availability requirements of an IPS-based network would 
need to be similar to the requirements covered in the existing Doc 9705. In order to enhance 
reliability and availability, commercial off-the-shelf (COTS) products  are available that include 
redundant systems for networking and power systems, with route diversity for the links. 

Integrity requirements should be examined on a per-application basis. The IPS Transmission Control 
Protocol TCP provides a simple 16-bit data integrity check that can detect no more than 1 in 65 535 
errors and cannot detect byte-swap errors. Applications requiring a higher degree of integrity would 
need to implement additional integrity check procedures. The TCP integrity check needs to be 
combined with other integrity measures, for example, the link-level frame check, in order to achieve 
a higher level of integrity. In addition, a hazard analysis should be performed to identify the required 
integrity levels needed for more critical applications and approaches that can be taken to achieve 
higher levels of integrity support. 

Industry and commercial experience shows that applications requiring a high degree of integrity 
(e.g. banking) can successfully operate over IPS networks. 

2.1.5 Security 

The use of IPS networking increases the need for effective security; this is due to the very openness 
of IPS. The obscurity of the ISO/OSI protocols due to fact that they are not widely deployed in 
networks provides a certain amount of protection. 

Attacks on IPS networks are well publicized, and malicious hackers expend a lot of energy towards 
devising new forms of attack. The cost of a system capable of inflicting extensive damage on a 
network can be as little as an inexpensive computer that supports IPS. This means that ATS systems 
using IPS without effective security mechanisms would be vulnerable to various forms of security 
violation. It is therefore recommended that the vulnerability analysis underlying existing ATN 
security services be updated (as part of a future work programme) to reflect the use of IPS. 

There are numerous security mechanisms that can be used in an IPS network. Current IPS 
networking systems can use the IP security (IPSec) protocol in order to ensure network layer 
security and/or the SSL/TLS protocol to ensure IPS transport layer security. IPSec can provide both 
an encryption and/or authentication services. 
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However, these security services have not been attached to the current ATS applications and the 
future work programme needs to determine what IPS security services should be deployed to support 
specific ATS applications. 

2.2 Business Aspects 

The decision to implement IPS should be a business decision as well as a technical decision. The 
previous sections detail the technical aspects of the deployment of IPS; the following sections cover 
the business factors for IPS. 

It should be noted that while the existing well-established IPS protocols are free of patent restrictions 
and available without charge, this may not be true of future protocols. 

2.2.1 Procurement 

There is a large population of vendors and service providers for IPS equipment and networking 
services. This has created a competitive environment that should enable ICAO contracting States to 
obtain favourable pricing when compared to SARPs-compliant equipment and network services. 

IPS equipment and network services should be COTS products that require no modification to 
support ATS services. 

2.2.2 Implementation 

Since IPS is the de facto worldwide networking standard with many years of deployment behind it, 
there is a large population of experienced networking engineers available to support implementation. 
This knowledge base can be leveraged to support the deployment of an IPS-based ATN. 

However, if ISO/OSI upper layer applications are used over IPS infrastructure, careful consideration 
needs to be given to the application requirements when using RFC 1006 as shown in paragraph 
2.1.2.3. 

2.3 Industry Support 

There is a large number of companies providing IPS-based networking equipment and services, 
while OSI networking has diminishing support. In addition, the IPS standards are maintained by the 
Internet Engineering Task Force (IETF) with active industry support. The number of deployed nodes 
for IPS is in the tens of millions, whereas OSI-based wide area networks are not deployed on this 
scale, and those that have been deployed are being scaled back and replaced with IPS. 
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3. Air-Ground Communication 

Air-ground communication is defined as communication between aircraft and ANSPs. The unique 
environment presented by an aircraft moving through airspace for long distances presents unique 
requirements on ATS air-ground communication. 

3.1 Technical aspects 

3.1.1 Options for Mobility Support with IPS 

ATS air-ground data communication may support the following mobility scenarios: 

1. Single Service Provider: An aircraft that only ever uses a network provided by a single 
Communication Service Provider (CSP) over a single type of datalink. 

2. Serial Service Providers: An aircraft that serially uses different networks provided by one or 
more CSPs. 

In this scenario, the aircraft may change between different air-ground networks (e.g. when 
moving from Oceanic to Continental Airspace) but will still need to maintain communications 
with (e.g.) its Current Data Authority. Transition between the datalinks should be seamless and 
must not interrupt ATC communications. 

3. Concurrent Service Providers: An aircraft that concurrently uses multiple air-ground networks 
provided by one or more CSPs, differentiating between them on the basis of QoS and cost 
metrics. 

Although the third scenario is the most technically challenging, it is the one required to satisfy 
ICAO’s operational requirements and it is this scenario on which ATN Mobility is based. The other 
two are seen as sub-classes of this class of operations. 

The solution adopted by the ATN is achieved by extending standard routing information exchange 
protocols. 

An initial analysis has been conducted on how the IPS could support these mobility scenarios. 

In the first mobility scenario, a mobile user connects to a network, performs the desired transactions 
and then terminates the communication. The IPS can support this scenario. 

The second scenario can be supported by the IPS through the use of Mobile IP, albeit with 
drawbacks as discussed below. The third scenario cannot be supported by current IPS standards 
without modification. 

3.1.2 Performance 

The Safety and Performance Requirements of the CNS/ATM applications for continental airspace, 
including the QoS requirements, have been specified in RTCA/EUROCAE DO-290/ED-120. 
However, using IPS mobile networks would require further safety and performance requirements 
analysis. 
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The air-ground IPS mobile networks that have been deployed commercially are capable of meeting 
the basic performance requirements of transit delay, latency and throughput for ATS 
communications. 

3.1.3 Safety 

Any future air-ground communication system based upon the IPS would need to meet safety 
requirements identified in safety and performance standards specifically developed for operational 
use of the IPS-based system. 

The introduction of Protected Mode Services air-ground services (e.g. PM-CPDLC, PM-ADS, 
PM-FIS) will mitigate the known safety issues associated with using IPS for air-ground 
communications. 

3.1.4 Security 

There will be significant additional security considerations resulting from any move to use the IPS in 
the air-ground environment. The current ATN has the advantage of “security by obscurity”; that is, 
the limited use of the ATN protocols in wider industry limits the availability of the technical 
knowledge needed to mount an active attack. This advantage is lost by a move to industry standard 
protocols. Moreover, there would be considerable risk resulting from any direct or indirect 
attachment to the public Internet, either by error or design. It is clear that a higher level of security is 
needed compared with the current ATN before deployment of the IPS in the air-ground environment 
could be considered. The threats to ATS security resulting from the use of the IPS and suitable 
solutions will need to be studied. 

3.1.5 Aeronautical Internetwork based on IPS 

Initial analysis indicates that there are two possible strategies for developing a IPS-based Internet for 
air-ground use. The key issue is mobility and an IPS-based ATN would either continue the current 
strategy of hiding mobility from the application, or it would make mobility issues visible to the 
application. 

1. Hidden Mobility: This strategy hides mobility from applications and represents a minimal 
change to ATN Architecture. TCP replaces TP4 and IP replaces CLNP. The ATN Dialogue 
Service is modified to use TCP instead of TP4. The approach currently used in the ATN Internet 
to support the third mobility scenario could be redeployed for an IPS ATN Internet. This implies 
modification to IPS standards. There is also a consequential impact on implementations as both 
IDRP and support of the IPv6 Extension Routing Header is required in critical components such 
as Airborne, Air-Ground and Ground-Ground Routers. This would require the development of 
new software and validation. 

2. Mobility Awareness: This strategy requires that new applications would need to be made 
mobile aware. This would enable IPS to be used without modification, but would require 
modifications to existing ICAO applications. The SARPs of future applications would need to 
include the appropriate functionality to handle changes in mobility. 
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3.1.5.1 Connectionless versus Connection-Oriented Mode 

It is worth investigating whether future ICAO ATS Applications should be implemented using a 
connectionless transport service. The connectionless approach appears to minimize the impact of 
changes in mobile connectivity and the number of protocol message exchanges to meet the 
application requirements. 

The current Edition 2 of Doc 9705 CM, CPDLC and ADS applications are used as example 
applications to assess what the impact would be of a CL approach. 

For CM, a move to connectionless operations is highly desirable from the point of view of 
performance. This would probably be essential in the scenario where an enhanced version of CM is 
used to signal connectivity changes. 

There would also be a clear benefit for CPDLC type applications from connectionless operations if 
mobile connectivity were made visible to applications. There may also be a benefit to CPDLC 
anyway from reduced overhead as there would no longer be any need for transport protocol 
acknowledgements. Recovery from other communications failures is also possible. 

For ADS and FIS type of applications, there is also a benefit from a move to connectionless 
operations in terms of reduced overhead and a recovery strategy that ensures up-to-date rather than 
out-of-date data is exchanged. 

However a full assessment of the costs and risks would need to be undertaken. 

3.1.5.2 Impact on the ATN SARPs 

Any move to incorporate IPS in the ATN air-ground environment would clearly have a major impact 
on the ATN SARPs and will require either that IPS protocols replace the OSI protocols or provide an 
alternative parallel communications “stack”. The latter approach is the most realistic, recognizing the 
fact that the OSI ATN is unlikely to be replaced in the short term. 

In terms of non-ICAO standards, there would first be a need to identify the IPS protocols that are to 
be the subject of SARPs. The relative lack of formality of IETF standards need to be compared with 
the level of normative material typically required for ICAO SARPs. It may be necessary for ICAO to 
produce its own definitive version of the identified IPS protocol specifications so that there is a 
common approved baseline standard for high quality IPS software verification. 

ATN SARPs for IPS will be a profile that identifies the conformance requirements for IPS 
implementations used for ATC air-ground communication. There may also be a need to modify 
existing SARPs material, amongst others, the transfer of IP packets using the ICAO air-ground 
communication networks such as VDL2 and AMSS. 

In general, a review would be required of existing ATN material in SARPs, technical manual and 
guidance material in the light of using the IPS. 

3.2 Business Aspects 

ATS air-ground systems and services, using IPS, have first to be developed before they can be 
procured by their users who will also have to pay to maintain them. The development costs, 
maintenance costs and the size of the market in this equipment and services will determine the actual 
end user cost. 
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3.2.1 Implementation 

Software development costs associated with IPS are probably similar to the original development 
costs of the ATN software, although they may be reduced through re-use of existing software and as 
a result of experience gained with the original developments. Any move to use IPS will be 
dependent on major sponsors being able and willing to fund this development. 

3.2.2 Procurement 

The market for avionics systems is relatively small compared, say, to the market for personal 
communications, and the development and support costs have to be recovered from a relatively 
small number of customers. This consideration largely dictates the cost of systems rather than any 
choice of technology. Only when the technology choice allows the procurement of mainstream 
equipment is there a chance to bring costs down. 

3.2.2.1 Airlines 

IPS affects only a small part of the overall software and the only impact is on the licence fee for this 
part of the software. The CM, CPDLC software, etc. still needs to be present, integration and 
certification costs are unchanged. The IPS software is unlikely to be sourced as COTS software as 
avionics demands highly reliable software independent of certification requirements. It will either 
have been developed specifically for the aviation sector or for a similar user, and the cost will reflect 
this. The procurement cost of ATN capable avionics is unlikely to be reduced by any change to IPS. 
However, the supplier will still have to incur the cost of change and re-certification consequent on a 
change to IPS. Change to IPS may thus increase cost pressure for avionics. 

3.2.2.2 Air Navigation Service Providers 

An existing ATSU would see an integration of IPS as a cost, as further modification would be 
required to existing software. However, an ATSU installing ATN for the first time, to support future 
air-ground applications, would probably see a useful cost reduction if this first time installation were 
based on a IPS ATN, mainly due to not needing an ATN Ground-Ground Router. Based on current 
costs the saving is probably a five-figure sum (dollars or euros). This would be a small fraction of 
the total FDPS development and operating costs. 

3.2.2.3 Communication Service Providers (CSPs) 

CSPs procure both Air-Ground and Ground-Ground ATN Routers. They may also have to 
implement mobile network functions that are only required for the ATN. One of the big benefits of 
use of IPS is that it makes the use of industry standard routers much more realistic. However, it 
should be noted that CSPs have already incurred the costs of developing and deploying ATN 
services and hence any cost savings from using IPS may not be so obvious as they are limited to 
costs that might be incurred from further service development and from maintenance costs. 
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3.2.3 Maintenance 

It might be argued that because IPS is more widely known, then the necessary expertise will be 
easier to come by and therefore cheaper. However, TP4/CLNP is very similar to IPS and a skilled 
communications software engineer has little problem in migrating from one to the other. The 
barriers, if any, to widespread recruitment of suitable software engineers are industry experience, 
and experience of safety critical software engineering. Even with an IPS-based ATN Internet, there 
will still be a need for expert software support of the ATS Applications and the highly reliable IPS 
implementations. Reductions in maintenance costs should only become possible where there is an 
actual reduction in deployed systems, such as is the case for a CSP, for an ANSP when there is no 
longer a need for a Ground/Ground Router. 

3.3 Industry Support 

The existing IPS air-ground sub-networks are targeted at Aircraft Passenger Communication (APC) 
and AOC services. In addition, for ATSC there is aviation industry resistance to moving away from 
the current certified ATN avionics that are just entering their deployment lifecycle. 
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4. Conclusions 

4.1 Ground-Ground 

There are no technical reasons preventing deployment of the IPS in support of ground-ground data 
communication. This may require the development of Guidance Material and minimal SARPs. 

4.2 Air-Ground 

The IP SNDCF exists as proposed Technical Provisions, and allows an IP-based ground sub-network 
to be used in support of air-ground communication in the ATN. 

Support of Mobility in any IPS proposal needs to be studied to ensure that the solution is as efficient 
and mature as the current approach defined in Doc 9705. 

IPS security needs to be studied, a vulnerability analysis performed, and security architectures and 
profiles developed to support ATS applications and connections over IPS. 

Application design needs to be reviewed to ensure the appropriate approach is used to support the 
ATS services over IPS. 
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5. Recommendations 

5.1 Recommended Future Work Programme 

The following is the work programme recommended by WG N to support the use of IPS for 
Aeronautical Internetworking: 

1. Develop SARPs and Guidance Material for the use of IPS in the ATS ground 
environment, 

2. Study support for Mobility for the use of IPS in the air-ground ATS environment and 
make recommendations on further work, 

3. Study security for the use of IPS in the ATS environment and make recommendations on 
further work, 

4. Study the impact of IPS on the design of future ATS applications, and 

5. Monitor activity related to IPS for ATS voice communications. 
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Glossary 

ACARS Aircraft Communication Addressing and Reporting System 
ACP Aeronautical Communication Panel 
ADS Automatic Dependent Surveillance 
AEEC Airlines Electronics Engineering Committee 
AFTN Aeronautical Fixed Telecommunication Network 
A-G Air-to-Ground 
AIDC ATS Inter-Facility Data Communications 
AINSC Aeronautical Industry Service Communication 
AMHS ATS Message Handling System 
AMSS Aeronautical Mobile Satellite Service 
ANC Air Navigation Commission 
ANSP Air Navigation Service Provider 
AOC Airline Operational Control 
APC Aircraft Passenger Communication 
ASTERIX All-purpose Structured EUROCONTROL Surveillance Information 

eXchange 
ATC Air Traffic Control 
ATIS Automatic Terminal Information Service 
ATM Air Traffic Management 
ATN Aeronautical Telecommunication Network 
ATNP ATN Panel 
ATS Air Traffic Services 
ATSC Air Traffic Service Communication 
ATSU Air Traffic Services Unit 
ATSMHS ATS Message Handling Service 
CIDIN Common ICAO Data Interchange Network 
CL Connectionless 
CLNP Connectionless Network Protocol 
CO Connection-orientated 
COTS Commercial off-the-shelf 
CM Context Management 
CPDLC Controller Pilot Data Link Communication 
EANPG European Air Navigation Planning Group 
EUROCAE European Organisation for Civil Aviation Equipment 
FANS-1/A Future Air Navigation System – 1 (Boeing) / A (Airbus) 
FDE-ICD Flight Data Exchange protocol 
FDPS Flight Data Processing System 
FIS Flight Information Service 
FMTP Flight Message Transfer Protocol 
G-G Ground-to-Ground 
ICS Internetworking Communication Service 
IDRP Inter-Domain Routeing Protocol 
IETF Internet Engineering Task Force 
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IP Internet Protocol 
IPv4 Internet Protocol version 4 
IPv6 Internet Protocol version 6 
IPS Internet Protocol Suite 
ISO International Standards Organization 
MTA Message Transfer Agent 
OLDI On-Line Data Interchange 
OSI Open Systems Interconnection 
PM-CPDLC Protected mode of CPDLC 
QoS Quality of Service 
RFC Request for Comments 
RTCA The organisation previously known as the Radio Technical Commission for 

Aeronautics 
SADIS Satellite Distribution Service 
SARPs Standards and Recommended Practices 
SNDCF Sub-Network Dependent Convergence Function 
TCP Transmission Control Protocol 
TP4 Transport Protocol Class 4 
VDL VHF Digital Link 
VSAT Very-Small Aperture Terminal 
VoIP Voice over Internet Protocol 
WAN Wide-area Network 
WGN Working Group N (of the Aeronautical Communication Panel) 
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Appendix 1 
Summary of IPS Survey Input Papers 

Received by ICAO ACP WGN 

This appendix was compiled in the second quarter of 2004 by ACP WGN. 

Purpose of Survey:  The submitted surveys from ICAO contracting States and organizations were 
reviewed in May 2004 for use in responding to the action assigned to WGN by the ANC that 
included in the WG’s terms of reference, “to consider the use of TCP/IP protocols in the provision of 
aeronautical internetworking”. These paragraphs provide a quick outline of the information 
requested by the survey and a categorization of the responses received. 

Data Requested by Survey:  The survey provided four tables for the collection of the data where 
Tables 1 and 2 related to current operational use of IPS protocols in the provision of aeronautical 
communications, and Tables 3 and 4 related to intended future operational use of IPS protocols in 
the provision of aeronautical communications. Both Table 1 and 3 collected the use of IP networking 
usage with a “Yes” to be filled in if used for the particular environment/ functional scope 
combination. While Table 2 and 4 collected the IPS application protocols usage with a given 
protocol or set of protocols to be filled in for the particular environment/ scope combination. The set 
of environments used were Airborne, Air-Ground, and Ground-Ground. The set of scopes were 
Local, National, International, Multi-lateral, Regional, and International. In addition, provision was 
made for related comments specific to an entry in the table or more generally at the end of the 
survey. 

A total of 13 surveys were returned, but one was an update of a previous survey from the same state, 
so a total of 12 unique surveys were submitted: three from Asia-Pacific states, two from South 
American states, one from a North American state, three from European states, and one from the 
EUROCONTROL agency covering three domains. 

Airborne Environment Data:  None of the surveys provided any data relative to the Airborne 
environment. It was stated by one representative that this environment’s details were felt to be 
outside of the realm of the state’s authority as that infrastructure domain was for airframe 
manufacturers and avionic suppliers; whereas the Air-Ground and Ground-Ground infrastructures 
did usually fall within the realm of the state’s authority or to a privatized entity that answered to the 
state. 

Air-Ground Environment Data:   

There was only one survey with input indicating current usage of IP internetworking and that was 
with a local scope with its use in all given functional areas, but specifically noted as “used in the 
ground sub-network.” This input was for a state within the Asia-Pacific region. 

In the intended future usage of IP internetworking, data was provided indicating expected use on a 
national and regional basis within Europe of IP internetworking for the following functional areas: 
CPDLC, ADS, FIS/ATIS and Other ATSC/ Data Link Services with the comment for all these 
functional areas stating “complementary to ATN/VDL2” per one European input. From another 
European input use on a local, regional, national and international basis was indicated using ATN 
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ICS and with the comment “In accordance with LINK2000+.” As an additional input under “Other 
(Please specify),” Voice over IP (VoIP) for Air-Ground by one European input was submitted with 
the comment “complementary to 8.33 kHz DSB.” The time frame for all of this was 2012 per one 
European input, except VoIP was specified for 2015. 

In all cases for the data submitted for the Air-Ground environment for current and intended future 
usage, the specific IPS applications used were either left unspecified (current usage) or given as “to 
be determined” (TBD). 

Ground-Ground Environment Data:  For the Ground-Ground environment, there were many 
inputs indicating current usage of IP networking with growing intended future usage. 

Inputs from Asia-Pacific and Europe indicate current use of IP internetworking in many of the 
functional areas and across all areas of scope (local to international). Some of the uses indicate they 
are trials, while most do not have this qualification, but in some cases list specific programs 
especially in the case of European inputs. The specific IPS applications used were various across the 
functional areas and also within a given functional area with a variety of levels of detail and so are 
not summarized in this overview. 

Inputs from the Americas, Asia-Pacific and Europe indicate intended future use of IP 
internetworking in all functional areas as well as often in all areas of scope (local to international. 
For some of the inputs specific to Europe dates indicate IP internetworking use of OLDI over IP 
nationally for one state in the 2006 time frame and via multi-lateral arrangements in 2009; other 
inputs did not indicate a date except for European regional use of International Protocol Aeronautical 
Exchange (IPAX) in the 2006. Another European reference was made to use of IP internetworking 
for exchange of Radar data is expected regional in the 2005 time frame; other inputs did not indicate 
a date though one other European input referred to local, national and multi-lateral planning per 
“ISOCRATE planning”. In Europe, use of IP internetworking for exchange of AMHS data is 
expected in the 2005–6 time frame for local and national use and some multi-lateral use among 
states out into 2007; in Asia-Pacific, one country indicated local and national use also for AMHS in 
the 2005–6 time frame; other inputs did not indicate a date. One state in Europe indicated national 
use of IP internetworking for exchange of flow management data in 2005 and another indicated 
2006; other inputs did not indicate a date. One state in Asia-Pacific indicated national use of IP 
internetworking for exchange of AIS data in 2005 and another indicated 2006; other inputs did not 
indicate a date. For the IPS applications considered, most often the reply was given as TBD; or 
where specified in a reply, a variety of IPS applications were given with the level of detail varying 
and so are not summarized in this overview. 

Several states and organizations provided inputs listing other functional areas (not specified on the 
survey) for future ground-ground use of IP networking: Flight Data Processing System used for 
communication front-ends, System Management, VoIP for intercom & non-operational voice & 
operational voice, ATC charging systems, public internet AFTN. For VoIP one European input 
indicated the following intended implementation time frames: local in 2008, national in 2010, 
multi-lateral with adjacent ACCs in 2012, multi-lateral (European) in 2015. 

Additional Information and Comments Provided :  One reoccurring theme in the additional 
comments provided, especially in regard to the intended future use of IP internetworking was that 
the data provided was indicative only and not a commitment at this time. 
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The following specific comments are as provided with some edits to remove specific state or 
organizational information to make the data more anonymous, but categorized to a regional level 
versus specifically attributed to the state or organization that provided the data. 

Americas: 

1. “Our administration has planned to get a nationwide AMHS operative in the middle of 2005. 
We hope that in this moment, the remnant AFTN just only will be the international circuits 
and a few local devices. 
 
“After this, we will begin with the AIDC, between the five FIRs of our country.” 

2. “Currently our civil aviation authority is planning to implement IPS for the intra-domain 
ground-to-ground infrastructure. This protocol suite is also under consideration for adoption 
in the inter-domain milieu; final decision is expected after May 4, 2004. 
 
“For air-to-ground communications, mobile IPS is being considered by our civil aviation 
authority, and is being studied by the national research and private sector groups. a civil 
aviation authority decision regarding this technology will be made pending the results of this 
study.” 

Asia-Pacific: 

1. “Voice and ACARS (AEEC618) systems are currently being used for air-ground 
communication. As a result, no internet technology is being used for air-ground 
communication as yet. 
 
“Trends for the use of ICS outside our country will mainly be TP4/CLNP for ATS traffic, and 
IPS for non-ATS traffic. This is due to the existing non-ATS communication 
standard/equipment from the present provider. Both ATS and non-ATS traffic in the country 
tend to be mainly IPS.” 

2. “Comments and position statement on the direct use of IPS for aeronautical communication 
follow: 

a) Our country does not oppose the development of SARPs for ATS use of IPS. However, 
in order to secure safe communication, it should be mandatory to use dedicated lines 
and/or to specify appropriate security measures for ground communications using IPS, 
whether as the network or sub-network protocol, in order to ensure the security and 
integrity of aeronautical communications. 

b) From another point of view, in order to secure interoperability to support a global 
CNS/ATM concept with ‘SEAMLESS’ End-to-End internetworking and to obtain high 
levels of performance, if the direct use of IPS is available for aeronautical 
communications then it should be recommended that use of IPS be applied not only to 
Ground/Ground communication but also to Air/Ground communication. 

c) The Asia-Pacific Region is currently implementing AMHS over a regional 
Ground/Ground ATN network. Both the application and the network infrastructure 
comply with the ATN SARPs and relevant provisions including Regional Technical 
Documents. If direct use of IPS is recommended for some applications, we have to 
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consider how these will be implemented and integrated into an existing ATN 
infrastructure environment. Considerations include; 

l how to establish “dual-stack” operations to allow CLNP and IP-based ATN 
applications to interoperate and/or share common network infrastructure, and/or 
how to enable smooth transition from existing/implemented circumstances to an 
updated environment; 

l the analysis of cost/benefit to the transition from existing ATN based on CLNP to 
an ATN based on IPS. 

d) In addition, if aircraft equipage of IPS is developed in the future, administration and/or 
ATS providers will be required to install IPS protocols. Therefore, the only justification 
for IPS use will be progress of aircraft equipage and demand from aircraft users. 

e) In order to ensure the development of dual-stack environment including 
IPS-internetworking, it should be necessary to investigate/research activities of aircraft 
manufacturers (e.g. Boeing, Airbus) and/or manufacturers concerned with air-ground 
communication equipment, and should be necessary to survey user requirements, prior to 
developing SARPs for use of IPS capabilities.” 

Europe: 

1. “Our air traffic service provider believes that ground-ground aeronautical communications 
should be deployed directly over IPS sub-networks. There are no communications 
requirements for these applications that cannot be met by a correctly designed and 
implemented IPS service. 
 
“However, our air traffic service provider does not believe that air-ground (A/G) operational 
services can currently be supported over IPS protocols. A/G operational services should 
continue to be deployed via the ATN ICS. One specific concern is the lack of suitable 
mobility functionality in the current IPS protocols.” 
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Appendix 2 – Background Information 

The following appendix contains material that was provided as input material to this report and is 
included here as an informative appendix. 

A2.1 Overview 

The ATN Internet was designed such that it will support various types of communication sub-networks 
both air-ground and ground-ground. It provides secured and uninterrupted communication services for 
ATN applications. Also, the ATN Internet is capable of handling applications required to operate in 
different environments, for example, the Controller-Pilot Data Link Communication (CPDLC) application 
which must operate in both oceanic and continental environments. 

The ATN Internet specifies the ISO/OSI suite as the selected protocol suite for exchanging information 
between two End Systems (ES) via Intermediate Systems (IS) or routers. It uses TP4/CLNP protocols for 
transport and network layers. IDRP is used for route information exchange. The ATN Internet supports 
mobility with the use of an airborne router (IS) connecting to an air-ground router (IS) via various 
sub-networks such as VDL, AMSS, etc. Then the airborne ES interfaces connect to the ATN Internet 
through the airborne router. At present, many implementation activities concerning ATN Internet and its 
applications are continuing worldwide. In Europe, EUROCONTROL is implementing the LINK2000+ 
programme, which employs CPDLC over ATN/VDL-2 over the European continent. In North America, 
the FAA has successfully implemented and operated CPDLC Build 1 over ATN/VDL-2 in the Miami FIR, 
but the programme is currently suspended pending national implementation in the 2008 timeframe. 

In order to use the IP suite for ATN Air-Ground applications, the IPS has to be proven that it is as capable 
of handling the requirements as the ISO/OSI suite. Various vendors, including Boeing and Airbus, are 
implementing/testing the IP concept in airframes. Some airlines are providing Internet connection aboard 
aircraft using high bandwidth satellite connection (e.g. Connexion By Boeing). Therefore, conceptually, 
IPS is able to provide communication services in Air-Ground environments. However, further work is 
needed on the use of the IPS supporting various subnetworks. 

To use the IPS will require more research especially with regard to the previous work been done by the 
IETF. At present, there are two concepts, “Mobility Support for IPv6 (IETF – RFC 3775)” and “Network 
Mobility (IETF – Internet Draft)”, that should be considered. Following these two concepts, there are many 
RFCs from the IETF. The first concept elaborates protocols handling how a ‘mobile node’ remains 
reachable within the IPv6 Internet. This can be seen as moving one End System on the Internet 
dynamically, and may be suitable for a small airframe with a single End System. The second concept 
involves a situation when a router connecting an entire network to the Internet dynamically changes its 
point of attachment to the Internet. This concept may be suitable for a larger airframe supporting multiple 
End Systems. Both concepts may be applied with the ATN applications depending on the specification. 

A2.2 The Purpose of the ATN Internet 

The ATN was conceived as a data communications internetwork that: 

• Provides a common communications service for all Air Traffic Services Communications 
(ATSC) and Aeronautical Industry Service Communication (AINSC) applications that require 
either ground/ground or air-ground data communications services. 

• Integrates and uses existing communications networks and infrastructure wherever possible. 
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• Provides a communications service which meets the security and safety requirements of ATSC 
and AINSC applications. 

• Accommodates the different grades of service required by each ATSC and AINSC application. 

The rationale for the ATN came originally from the ICAO FANS Committee, which foresaw a global 
Aeronautical Telecommunication Network (ATN) that would integrate various communications media, 
including the Aeronautical Mobile Satellite Service (AMSS), VHF digital link (VDL), Secondary 
Surveillance Radar (SSR) Mode S data link, HF data link and private/public ground-ground networks. 
Based on the International Organisation for Standardisation (ISO) open systems interconnection (OSI) 
reference model, the ATN would span organisational and international boundaries resulting in a common 
aeronautical data transfer service. 

It was intended that the future ATN based communications infrastructure would: 

• Enable the provision of direct data communications between ground and airborne systems 
thereby enabling exchange of application data (e.g. meteorological data, aircraft intent 
information) to enable the provision of more efficient ATM; 

• Reduce pilot and controller work-load as a result of the accurate, error free real-time 
information that will be exchanged; 

• Be such that, due to the fact that its design is based upon the internationally standardised OSI 
Reference Model, an ATN compliant service may be potentially offered by a number of 
competing service providers thereby avoiding a monopolistic situations and forcing a 
continued high level of service. 

The need for open industry standard communications was a key feature of the original intent behind the 
ICAO ATN. Earlier developments such as the AFTN, CIDIN and ACARS were specific to the 
aeronautical community and, as a result, expensive to develop and maintain. By using international 
standards, the intent was to avoid that problem once and for all. 

The FANS Committee did not specifically require that the ATN should be an Internet. The emphasis was 
more on open standards. The choice of Internet technology was a technical choice that resulted from an 
initial consideration of the requirements placed on the ATN. 

A2.3 The Requirements Placed on the ATN Internet 

When the ATN Internet was first specified, the requirements for the ATS Applications (e.g. CPDLC) had 
yet to be formulated. Instead, the ATN was developed to meet a set of objectives, independent of any 
specific application requirements. These objectives may be summarised as: 

• Use of Existing 
Infrastructure 

The ATN was to be an internetwork built on top of existing 
networks through the use of routers as gateways between those 
networks. Investment in existing LANs, leased lines, CIDIN and 
X.25 networks is preserved. Furthermore, the ATN would also 
make full use of emerging network technologies such as Frame 
Relay and Asynchronous Transfer Mode (ATM). 

• High Availability The ATN was to be designed to provide a high availability 
network by ensuring that there is no single point of failure, and 
by permitting the availability of multiple alternative routes to the 
same destination with dynamic switching between alternatives. 
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The same techniques would apply to both fixed and mobile 
communications giving mobile communications an availability 
level that would have been unrealistic for older technologies 
based on directory lookups (e.g. ACARS). 

• Mobile Communications The ATN was to fully support mobile communications over a 
wide variety of mobile communications networks including 
AMSS, VDL and Mode S. With the ATN, it would be possible 
for a ground system to communicate with airborne avionics in 
any part of the world. 

• Prioritised End-to-End 
Resource Management 

All ATN user data would be given a relative priority on the 
network in order to ensure that low priority data does not impede 
the flow of high priority data. Advanced Congestion 
Management techniques that “throttle back” low priority data 
when the network becomes near to saturation, would ensure that 
high priority data always gets a low transit delay.  

• Scaleability The ATN was to provide both a large Address Space and an 
approach to routing that would ensure the scaleability of the 
network well beyond currently foreseen requirements. 

• Policy Based Routing The ATN’s routing procedures were to support a wide range of 
Organisational and National policies, including the enforcing of 
restrictions on what types of traffic can pass over both ground 
and air-ground data links, and control over which air-ground data 
link types are used by which applications. Administrations and 
Organisations that interconnect the networks would be free to 
enforce routing policies that control which types of data are 
exchanged and whose data is routed through their networks, and 
whose data is not. 

• Use of COTS The ATN was to make use of existing international and industry 
standards wherever practicable, enabling the use of Commercial 
Off the Shelf (COTS) Equipment. 

• Future Proofing The ATN was to be a way of using networking technologies that 
could be readily extended to include new ground and air-ground 
data links technologies, with local rather than global impact 
resulting from the use of new networking technologies. 

 

A2.4 Choice of Connection Mode 

One of the first technical decisions made was whether the ATN should be a connectionless or a connection 
mode internet. The decision was made in favour of connectionless internet technology. 

The choice of a connectionless internet as the underlying technology as opposed to an ITU X.25/X.75 
based connection mode internet came from a consideration of the high availability and mobility 
requirements. 
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A2.5 The Choice of OSI Protocols 

Once the decision was made that the ATN was to be a connectionless internet, the next decision was for 
the appropriate protocol suite. There were several alternatives available, including TCP/IP, which were the 
core protocols for the ARPA Internet, and the OSI Internet protocols (TP4/CLNP or CLTP/CLNP). 

In reality, there was no actual decision to make. The principal ICAO contracting States already had in 
place procurement policies that required the use of OSI (e.g. UK and US Government OSI Profile (GOSIP) 
requirements). The European Union also had a similar policy (e.g. the European Procurement Handbook 
for Open Systems – EPHOS). The ATN was to be an OSI Internet based on TP4 and CLNP. 

Technically, this also made sense. The CLNP Internet Protocol and the TP4 Transport Protocol were 
derived from and improvements to the earlier TCP/IP protocols and, as such, were developments of 
protocols designed for a limited size Internet, to protocols designed for a worldwide Internet. The principal 
difference between TCP/IP and TP4/CLNP is in CLNP, which allows for continued growth in the size of 
the Internet by supporting regular growth in the size of network addresses, in the same way that the ITU’s 
telephone numbering plan allows for growth in telecommunications services. Otherwise, the differences 
are more minor, allowing for more extensibility and, in the case of TP4, a more compact encoding than 
TCP. 

A2.6 Characteristics of the ICAO ATS Applications 

The development of the requirements for the ATS Applications has both top-down and bottom-up aspects. 
The top-down requirements came from the ADS Panel and subsequently the OPLINK panel. The 
bottom-up requirements came from the service offered by the ATN Internet. 

The ATN Internet offers both a connectionless service (using the Connectionless Transport Protocol 
(CLTP)) and a reliable connection mode service (using TP4). The ATS Applications designers chose the 
reliable connection mode service and designed those applications assuming that underlying service. 

The Air-Ground ATS applications have a clear symmetry to them: 

• Automatic Dependent Surveillance (ADS) is a “Client/Server” with the Server on the aircraft 
and the Client(s) on the ground. The pilot has no involvement in ADS. 

• Datalink Flight Information Services (D-FIS) application is also a “Client/Server” application 
with the Server on the ground and the Client(s) on the aircraft. The controller has no 
involvement in D-FIS. 

• Controller Pilot Data Link Communications (CPDLC) is a “peer to peer” application 
supporting communications between controller and pilot. 

CPDLC itself also works with the ground-ground AIDC application during transfer of communications. 
The Current Data Authority (CDA) and the Next Data Authority (NDA) co-ordinate the transfer of 
communications using AIDC, whilst each communicating with the aircraft using a CPDLC connection. 

In addition the Context Management (CM) application, is used to report aircraft and ground system 
capabilities and to perform a limited form of negotiation. 

The “highly reliable transport connection” impacts the design of each of the ATS applications. 

ADS and D-FIS are contract oriented, where a contract is agreement between, for example, an ADS Server 
and an ADS Client for the Server to provide regular position reports and specified event reports. As long as 
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the connection exists, the contract exists and the Client has confidence that the contract will be honoured. 
E.g. a periodic report will be received when due, or an event report will be received shortly after the event 
occurs. The reliability of the connection and the fact that connection loss will be reliably reported is an 
inherent feature of both applications. 

Similarly, CPDLC uses the connection to maintain the relationship between a Data Authority and a pilot. 
For example, the connection between a CDA and a pilot represents the control relationship, which is lost as 
soon as the connection is lost. 

CM also uses the connection mode transport service. However, here there is no obvious benefit in doing 
so: in typical use a CM Logon is a single exchange of messages and the connection is then immediately 
dropped. On the other hand, the overhead of the connection mode CM is a significant issue for real world 
deployments. The choice of connection mode for the CM application reflected more a desire for 
consistency of approach rather than performance.  Note that CM offers the ground system the option of 
maintaining a connection, e.g. for subsequent Updates, Contacts or Server-facility-queries and updates; 
however, this option is not used in current operational deployments. CM is also used in establishing the 
"security context" between peer end systems, and in this case the use of connection mode may be more 
appropriate. 

The current SARPs also assume that the probability of transport connection loss is low (i.e. that the ATN 
Internet provides both high availability and reliability) and hence do not consider specific recovery actions 
in the event of connection failure. 

For ADS and D-FIS this is not a serious issue. Automated recovery from connection loss is potentially no 
more than re-establishing the communications path and the contracts- perhaps also using, for example, an 
ADS demand contract to synchronise with the aircraft’s current profile. 

For CPDLC, the assumption has been that voice communications will still be available and loss of the 
datalink service will be handled procedurally by a return to voice only communications. 

A2.7 The Support (or Hiding) of Mobility 

When the ATN Internet was designed, the general industry consensus was that network connectivity and 
topology should be hidden from the end user. For example, a user would not normally wish to be informed 
when someone in another part of the world switches off their PC. Although the act of switching off a PC 
does result in a change in Internet connectivity, the impact is minimal and reporting the change should not 
need to go beyond its local area. 

Information hiding is typical in any routing information exchange and critical to ensuring network 
stability, and the same logic was applied to ATN mobile communications. That is changes in mobile 
connectivity are not reported to the network user and, as far as possible, the network hides changes in 
network connectivity from the network user. 

The ATN Internet design accepts these ideas and hides network mobility from the network user. As a 
result, transport connections (e.g. supporting CPDLC) are assumed to be unaffected by changes in mobile 
network connectivity and the application does not have to have any special functionality in order to work 
in a mobile environment. 

The ATN Internet has to support the following mobility scenarios: 

• An aircraft that only ever uses a network provided by a single Service Provider. 



 

 37 

In this scenario, an aircraft uses a single service provider (e.g. the SITA VDL2 service) over 
a single type of data link. In this environment, the aircraft could be dynamically assigned a 
single network Address that it uses whilst it is logged into that network. After the aircraft 
logs off the network, the Address can, after a suitable quarantine period, be re-assigned to 
another aircraft. 

• An aircraft that serially uses different networks provided by one or more Service 
Providers. 

In this scenario, the aircraft may change between different Air-Ground Networks (e.g. when 
moving from Oceanic to Continental Airspace) but will still need to maintain 
communications with (e.g.) its Current Data Authority. Transition between the datalinks 
should be seamless and must not interrupt ATC communications. However, if network 
Addresses were dynamically assigned by each such network (as above), then a discontinuity 
in communications would occur as the end-to-end connections have to be terminated and 
then reconnected using the new network Address. 

This scenario therefore requires that a network address is statically assigned to each aircraft 
and which stays with the aircraft as it moves between different networks. This is an 
altogether more complex scenario 

• An aircraft that concurrently uses different networks provided by one or more Service 
Providers, differentiating between them on the basis of Quality of Service and cost 
metrics. 

In this scenario, an aircraft makes concurrent use of multiple Air-Ground networks routing packets 
dependent upon the quality of service or cost of the service. As above, a static network address is required, 
but additionally the routing algorithms have to include additional rules to select between alternative 
air-ground datalinks, if this scenario is to be useful. 

The third scenario is the most technically challenging and it is this scenario on which ATN Mobility has 
been targeted. The other two are seen as subclasses of this class of operations. The ATN therefore does not 
use dynamically assigned addresses. 

The solution adopted by the ATN is achieved by extending existing routing information exchange 
protocols. 

A2.7.1 Routing Architecture 

OSI Routing Architecture divides the world up into Routing Domains, where a Routing Domain is simply 
a collection of Routers and End Systems under the same administration and sharing a common prefix for 
their system addresses. Routing Domains are interconnected as needs be with other Routing Domains and 
tell each other about their common address prefixes. Moreover, a Routing Domain tells its neighbours 
about the other Routing Domains it is attached to (using the IDRP Routing Information Exchange 
Protocol) and hence knowledge is communicated about remote Routing Domains. It is then possible to 
route data from one Routing Domain to another even when they are not directly interconnected. 

In practice, the internet topology is best arranged so that Routing Domains are clustered together and, 
within a cluster, themselves share a common address prefix. This minimises the amount of information that 
needs to be communicated to Routing Domains outside of the cluster. This because they only need to be 
told about the common address prefix for all the Routing Domains in the cluster – the information-hiding 
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principle again. As you can have clusters of clusters, there are many levels of possibilities for information 
hiding and hence making routing information distribution as efficient as possible. 

On the other hand, there is no requirement that neighbour Routing Domains have a common address 
prefix, indeed, there may be no similarity whatsoever between the common address prefix for the systems 
in one Routing Domain and the common address prefix for those in a neighbour Routing Domain. Indeed, 
Routing Domains can interconnect as and when necessary and with as many neighbour Routing Domains 
as desired. 

This property is exploited in the ATN Internet to support mobility. 

A2.7.2 ATN Mobile Routing Architecture 

The ATN systems on board an aircraft are required to form a single Routing Domain. This is a small 
Routing Domain but otherwise no different to any other. 

Similarly, the operators of Air-Ground Communications networks also operate as individual Routing 
Domains and the aircraft Routing Domains interconnect with them and exchange routing information as 
and when the aircraft access their air-ground networks. The Air-Ground Communications provider reports 
these routes to their neighbours (i.e. each other and ANSPs), and hence knowledge of which Air-Ground 
communications services currently provide routes to which aircraft is distributed throughout the ground 
environment. 

This is dynamic information that changes as the aircraft changes its connectivity, and data between an 
aircraft and an ANSP is routed along the most appropriate path that exists at that time. Mobility is thus 
simply managed through the exchange of routing information and the monitoring and selection of routes to 
aircraft. 

A consequence of this approach is that some means is needed to control which air-ground network is used 
when an aircraft is simultaneously able to connect to more than one air-ground network. As the 
connectivity is hidden from the Network User, this can only be done indirectly, for example, by indicating 
a Quality of Service (QoS) requirement, and the network then attempts to match the stated Quality of 
Service Requirement against the available routes through the internet. 

In the ATN, the CLNP has been extended to include ATS specific QoS requirements, expressed as an 
“ATSC Class”. Specialised ATN Routers recognise the user requirement and select the route that best 
matches the required ATSC Class. This is essentially what is meant by “Policy Based Routing”. 

A2.8 Issues for Future ATN Internet Development 

The ATN Mobility solution will always be a dominant factor in any future ATN developments. Mobility is 
the key feature of the ICAO ATN and is the reason for some deviations from the original ISO standards 
(e.g. support of ATSC Class). 

Since the ATN was first specified opinion in both the aeronautical community and the wider industry has 
moved away from hiding mobility from end users. While the hiding strategy originally appeared to make 
sense, in reality, it is not always possible to fully hide mobile network transitions. 

Mobile networks often have widely different QoSs associated with them (e.g. VDL2 compared with 
AMSS) and the transition from one mobile network to another can result in a sudden change in, for 
example, transit delay. For the connection mode transport protocol this can result in a period of instability 
as internal timers are adjusted by a dynamic discovery process to meet the new reality. If the transport 
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protocol implementation uses statically defined timers with no discovery process then communications 
may be severely impeded or even prevented on a mobile network transition. 

On the other hand, the application is often best placed to make the best decision on how to cope with a 
change in mobile network connectivity. 

For example, for ADS, it is often more efficient to re-establish the connections and contracts when an 
aircraft changes from one mobile network to another. This avoids the instability that can result from 
changing mobile networks. 

On the other hand a new CPDLC connection is required for communications with each Data Authority en 
route. Each ATSU will typically ensure that coverage is available for CPDLC with the operational area for 
datalink ATC and, in most cases, will aim for complete coverage of the airspace by the preferred 
air-ground network. Issues associated with changing mobile networks do not usually apply. In the rare 
cases that they may be required, transition should occur at well defined way-points and rather than a 
reaction to a lost of connectivity or some other network event. 

However, the above is hindsight. The ATN Internet might have been specified differently if the operational 
characteristics of the applications had been better known when it was specified.  The current solution 
works and is being deployed for the current generation of datalink services.  However, the solution may 
change for future applications, and one factor that might force a change is consideration of the Internet 
Protocol Suite (IPS). 

A2.9 The Impact of TCP/IP 

Since the ATN was first specified, the TCP/IP protocol suite has become the dominant set of Internet 
protocols. This is a market driven choice. 

The original choice of the OSI Protocols for the ATN was policy driven. Later technical re-evaluations 
made by the ATNP all justified the continued use of OSI protocols.  Such a conclusion should not be 
surprising as TP4/CLNP were onward developments of TCP/IP. 

There are many considerations that the “market” brings to bear including cost, availability, ease of use and 
often a better marketed, better supported or lower cost technology that meets most rather than all the 
requirements will win out against a superior technology. 

In the case of TCP/IP versus TP4/CLNP, one of the main technical differences is the support of a large 
address space by CLNP and hence the potential for future internet growth. However, this issue did not 
affect the early market. It was an issue only of note to technical strategists. On the other hand, TCP/IP had 
Open Source in its support. 

The original TCP/IP Internet was developed out of Research Funds. The result of the work was made 
generally freely available. This included software for TCP/IP that could be downloaded and used without 
charge. When the original Internet was opened to commercial interests in the early 1990s, the ready 
availability of free software to end users powered its initial use amongst the technically aware.  

Following that, the World Wide Web was invented. The software supporting the first Web Browsers and 
Servers was also made freely available by its inventors at CERN on top of TCP/IP. The Web Browser 
made the Internet accessible to the vast majority and at a low cost. 

OSI by comparison was not widely deployed as an internet technology (though at application level there 
were some notable successes such as X.400, TP and ASN.1). The software developed for OSI was in many 
cases developed by large corporations, expecting to see a return on their investment. Freeware such as 



 

 40 

ISODE tended to be limited to academic and engineering laboratories. This software just could not 
compete against the freely distributed and very accessible TCP/IP based world-wide web software. 

However, this still left a problem as the market had selected a protocol – IP – with an inherent problem – 
support for only a small address space. This was a well-known problem and, in the 1992/1993 timeframe, 
when the ATN Internet was specified, it was assumed that the technical community would advance CLNP 
as the replacement protocol. However, there was a wide-ranging argument, in that same technical 
community, about the way forward. 

The dividing line was between those that favour a tactical improvement in IP and those that wanted a 
strategic improvement. CLNP was the choice of the latter camp, viewing the large and flexible address 
space consequential on CLNP as being the way forward. This was opposed by those that were concerned 
about the possible performance issues associated with variable length addressing (long since discounted) 
and compatibility with the existing deployed base of IP systems. 

In the event, it was the tactical argument that won and its supporters went on to develop a new version of 
the IP protocol, known as IPv6 (the original version became IPv4). The key characteristic of IPv6 is that it 
uses 16 byte addresses compared with the 4 byte address of IPv4. Nevertheless, even though the IPv6 
address is much larger, it is still a fixed size address and the obvious risk was: was it big enough? 
Otherwise, IPv4, IPv6 and CLNP are all very similar protocols. 

IPv6 is now being deployed as the IPv4 address space is all but exhausted. The concerns over address 
space size have otherwise abated. When the protocol wars were being fought, it was assumed that one day 
every domestic appliance and every item of office equipment would be network enabled and need its own 
network address. While the network enabling of everything may become a reality, in practice, security 
concerns as well as the limited availability of IP Addresses have pushed each organisation and each home 
into implementing private address spaces to become separate “intranets” with Internet communications 
only being on a “needs to” basis. Only Mail and Web Servers need to have a permanent presence on the 
Internet with other computers coming and going as they please and sharing the remaining addresses 
dynamically. 

The problem for the ICAO ATN is that one of its objectives was to maximise the use of COTS and, by 
specifying protocols not widely supported in the open market, that objective has not been met. 

However, the ATN was designed from the outset to accommodate different network technologies. With the 
3rd edition of the ATN SARPs came the specification of a subnetwork-dependent convergence function 
(SNDCF) for the IP protocol. This enables the “tunnelling” of the ATN CLNP though a ground IP Internet. 
The ATN thus can use COTS on the ground, but still requires ATN routers in boundary nodes. 

But there is a problem for air-ground communication. The IP SNDCF cannot be extended to the air-ground 
datalink and it is here that the issues remain, and it is mainly the issue of mobility that limits further use of 
COTS TCP/IP products within the ATN. 

A2.10 Options for Mobility Support with TCP/IP 

The problem here is that the IP Internet was not designed to accommodate mobile systems. The unique IP 
addresses assigned to each system are assigned relative to a specific host network. If a host computer 
attaches to more than one network then it has a different IP Address for each point of attachment. If a host 
computer moves from one mobile network to another then it must change its IP Address. 
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This concept is perpetuated by IPv6 and is why it is more compatible with IPv4 than CLNP. IPv6 is thus 
no better at supporting mobility than IPv4. 

In the mobility scenarios discussed in A2.7, this does not cause a problem for the first scenario. This 
supports the scenario where a mobile user connects to a network, does their business and then logs off. 
Each session is completely independent of each other and user authentication cannot be dependent on a 
user’s IP Address as this will usually be different for each session. 

However, the original TCP/IP Internet cannot support either of the other two scenarios because these 
demand that the same IP Address is used regardless of how the host computer connects to mobile 
networks. 

In support of the second mobility scenario, a specification known as Mobile IP was developed for which 
there is a limited deployment. However, Mobile IP depends on a fixed “Home Agent” which acts as a 
proxy for a mobile computer. There are single point of failure issues with the Home Agent that were 
identified as long ago as 1995 when the ICAO ATNP first looked at Mobile IP and rejected it. Mobile IP 
has been extended for IPv6, but this also introduces a more aggressive route optimisation strategy that has 
serious security issues associated with it. A complex three way trust model is needed to mitigate those 
issues. 

Even with Mobile IP, a TCP/IP Internet cannot, today, support the 3rd mobility scenario discussed in A2.7 
and one that is specifically assumed for the ATN. 

There is a desire to make fuller use of COTS by making increased use of TCP/IP, especially on the 
air-ground link. However, there is no simple way of doing so. 

Modification of TCP/IP protocols to accommodate aeronautical requirements does not make a great deal of 
sense as such a strategy quickly loses any advantage that may come from the use of COTS systems as, by 
definition, implementations of modified TCP/IP are non-COTS.  Instead, it may be better to take 
advantage of hindsight, as discussed in A2.6, and design a new generation of applications instead, or live 
with the fact that non-COTS products will always be needed for the air-ground datalink. 

However, before that can be considered, Safety, Security and Performance need to be taken into account. 

A2.11 Safety Considerations 

When the ATN was first specified the safety issues associated with datalink ATC were still not established.  
The working assumption was that the ATN End Systems and Routers would probably need to be 
certified/approved by a Safety Authority. This was the basis for the assertion at ATNP/1 that the overall 
integrity of the ATN was of the order of 1 in 1013, with a contribution of 1 in 105 from the transport 
checksum and the remainder coming from the subnetwork CRC. However, this was at variance with the 
desire to use as much of COTS systems as possible but was sensible given there was no way then of 
justifying a more limited scope for certification/approval of ATN Components. 

The downside of this assumption was that it did not encourage or facilitate any apportionment of safety 
requirements to any part of the system, or value judgements to be made on different design decisions, 
vis-à-vis safety, or the cost implications of other functions (e.g. ATSC Class based route selection) that 
moved ATN systems away from compatibility with what might have been industry standard COTS. 

The situation has now changed and, with the deployment of operational ATN/CPDLC services, a Safety 
Standard has been specified and published by RTCA/EUROCAE as DO-290/ED-120. 
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A2.11.1 The Safety and Performance Standard 

DO-290/ED-120 provides a hazard analysis and identifies the hazards applicable to systems implementing 
the ATC Services described in a separate document, EUROCAE ED-110. It then derives the Safety 
Objectives for such systems and the Safety Requirements with which they must comply. Both ED-120 and 
ED-110 are baseline documents for the LINK2000+ Programme in Europe. Implementers of both ground 
and airborne systems must comply with the ED-120 Safety Requirements if their products are to be 
approved and/or certified for operational use in the LINK 2000+ area. 

Of particular interest are the Safety Requirements associated with “remote” hazards. These are hazards for 
which the probability of occurrence must be no worse than 1 in 105 Flight Hours / 1 in 106 Messages / 1 in 
103 ATSU Hours. The functions that are affected by these Safety Requirements have to be both developed 
and tested in compliance with set standards in order to ensure their quality and reliability. 

For Ground Systems, this means that they must comply with another EUROCAE document, ED-109, and, 
specifically, be built to comply with ED-109 Level 4, which comprises a list of requirements applicable to 
the design and development process and to testing. 

For airborne systems, a different standard applies, this is DO-178B, and the avionics functions that are 
affected by the Safety Requirements must be built to comply with DO-178B Level C. 

The “remote” Safety Objectives are: 

• The likelihood of undetected early delivery of a message used for separation (of aircraft from 
each other) shall be no greater than remote. 

• The likelihood of an undetected late or expired message used for separation shall be no greater 
than remote. 

• The likelihood of undetected misdirection of a message used for separation shall be no greater 
than remote. 

• The likelihood of undetected corruption of a message used for separation shall be no greater 
than remote. 

• The likelihood of undetected out of sequence messages used for separation shall be no greater 
than remote 

The first two are concerned with timing – a message must be neither too early nor too late. Un-intended 
early release of a clearance can result in a hazard, as can a clearance that was delayed and then delivered, 
only to be executed after it was intended. Both imply use of synchronised clocks (the degree of 
synchronisation is a another question). For aircraft, this implies that they must have an accurate time 
source on board, such as a clock synchronised with GPS or developed to ensure very high accuracy such as 
temperature-controlled crystals (expensive). This is a perhaps unexpected dependency of CPDLC. 
Otherwise, the avionics must be relied upon to detect and reject early or late clearances. 

Avoidance of corruption and mis-delivery are the subject of the next two objectives and affect any function 
that can modify data which is not protected by some sort of integrity check (e.g. a CRC or a checksum). 
Mis-delivery itself can result from routing errors or corruption of addressing information. 

The last objective is to do with message sequencing and, specifically, dependent clearances in CPDLC. For 
example, there is a significant difference between “turn 90 degrees left and then climb to FL340” and 
“climb to FL340 and then turn 90 degrees left”. There has been considerable debate over whether this 
safety requirement implies that the communications services must preserve message sequencing. 
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EUROCONTROL extensively analysed this problem and its published conclusion is that interpretation of 
the requirement is that when dependent clearances are issued, the safety requirement is that the controller’s 
intent is preserved as to the order of execution of the clearances. The technical solution to this is that 
dependent clearances must be concatenated into the same CPDLC message and a further related clearance 
cannot be issued until the closure response has been received. The conclusion is that the safety requirement 
is on the user of the communications service and not on the communications service itself. 

The Safety Requirements that currently apply to the communications service are therefore the requirements 
on integrity and prevention of mis-delivery. 

A2.11.2 Integrity and Mis-delivery Prevention 

The ATN Internet specification originally incorporated the COTS 16-bit Fletcher checksum algorithm.  In 
order to address early concerns over possible undetected misdelivery and to achieve a higher degree of 
integrity assurance, an ATN specific 32-bit integrity check was added as an extension to the TP4 protocol, 
using standard extensibility support procedures. However, in the context of the Link2000+ Programme, 
EUROCONTROL conducted a System wide analysis of the mis-delivery hazard and, as a consequence, 
identified shortcomings in the approach. 

As a result a modification to CPDLC was proposed. This modified version of CPDLC, is known as 
Protected Mode CPDLC (PM-CPDLC) and includes a checksum with every message, taken over the 
message itself plus the aircraft’s Flight ID, its 24-bit ICAO Aircraft Address and the Ground Facility 
Designation of the ATSU. This provides a strong check on both message integrity and detection of 
mis-delivery. In addition to hazards that result from mis-operation of the communications services, it also 
detects errors in the operation of CM and ground distribution of CM related information. 

PM-CPDLC is intended to be the basis of all future CPDLC deployments. An interesting consequence of 
PM-CPDLC is that it removes from the ATN Internet the only LINK 2000+ Safety Requirement that 
applied to the Internet. From the Safety point of view, this is a plus for any consideration of TCP/IP 
because a known weakness of TCP is that it only provides a simple 16-bit data integrity check that can 
detect no more that 1 in 65,535 errors and cannot detect byte swap errors. 

COTS TCP alone is not suitable for meeting the data integrity requirement and use of PM-CPDLC is an 
essential dependency for any consideration of TCP/IP. 

A2.11.3 Availability 

To date, service availability has not been considered as a safety issue and there is no significant availability 
requirement in ED-120. However, recently opinion has been changing. 

High Availability has not been considered as a Safety Objective in Baseline 1 because the assumption was 
that should the CPDLC service be lost then the Voice Communications service will still be available, and 
recovery is by return to voice based ATC, 

However, a general loss of CPDLC within an ATC sector could lead to a sudden increase in controller 
workload, as there may be several CPDLC transactions in progress and each of them now has to be 
concluded by voice procedures. This is a problem that arises once full use of CPDLC has been achieved, 
especially for advanced services such as those being introduced by the CASCADE Programme in Europe. 

The hazard level associated with loss of datalink communications may thus be raised and this has an 
impact on all components of the communication system. 



 

 44 

A particular impact here is on CPDLC. At present, CPDLC loses all context information when the CPDLC 
connection is lost and the only option is voice recovery for any open transactions. 

CPDLC is vulnerable to even short term loss of service and a consequence of raising the hazard level for 
loss of the communications service is that the case becomes compelling for providing CPDLC level 
recovery following a short term loss of connection. The alternative would be to force unrealistic 
availability targets on to the ATN Internet. 

A2.11.4 Software Assurance Considerations 

A Safety Requirement can be assigned to a given function, but the question that then arises is how can it be 
assured that the Safety Requirement has been met so that the system can be certified or approved for 
operational use. 

EUROCAE ED-109 / RTCA DO-278 “Guidelines for Communication, Navigation, Surveillance, and Air 
Traffic Management (CNS/ATM) Systems Software Integrity Assurance” provides a way of classifying 
levels of confidence in the correct operation of a software function and how to go about assuring that the 
required level of confidence is achieved.  

The most basic level of confidence in a program’s correct functioning is obtained by testing it. For this to 
be useful, you have to first identify what the program is expected to do (i.e. to define its user and 
functional requirements) and to develop a test plan implementing a set of tests that test each such 
requirement. Following a successful conclusion of the test plan, you can then have confidence that the 
program performs its required function. 

The question is, how much confidence do you have? Except for some very trivial programs, you can never 
have 100% confidence because of the very large number of combinations of input data variations and 
events that any operational program has to cope with. Only by running the program in an operational or 
near-operational environment, over a long period of time can a reasonable degree of confidence be gained 
that the program is working correctly. However, for good statistical reasons, it is difficult to gain more 
confidence than the probability of failure is no worse than 1 in 103 to 104 operations. 

This is simply due to the length of time over which error free operation has to be demonstrated and that 
every time a failure occurs and is corrected, the process has to begin all over again. 

This basic level of confidence is characterised in ED-109 as Assurance Level 5 (AL5). 

Greater confidence in a system’s correct operation can be gained by introducing a well-defined Software 
Development Lifecycle based on recognised standards, and the Quality Assurance procedures that ensure 
that the lifecycle is adhered to. This reduces the probability of defects remaining in the final version of the 
software. Together with a well-defined software architecture and verifiable requirements, this constitutes 
the requirements for Assurance Level 4 (AL4) and can give us an order of magnitude difference in the 
confidence level. 

The difference between AL4 and AL5 is significant. To gain AL4 requires a serious amount of Quality 
Assurance together with verification procedures at all stages of the process. While software built to “good 
industry practice” can be brought in and gain approval to AL5, to gain AL4 requires significant visibility 
of the software development process. Note that there is also an AL6 for software of uncertain origin and 
for which we have not, and do not need to have, confidence in. 

Beyond AL4 there are three more Assurance Levels, each adding another order of magnitude improvement 
to the level of confidence. AL3 brings in traceability to low level requirements at the software module 
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level, and the testing of those low level requirements. AL2 and AL1 bring in further degrees of 
requirements and source code verification, often requiring some form of independent verification 
mechanism. 

Intuitively, improved QA and additional verification should bring benefits in improved confidence in the 
correct operation of the software. Quantitative measure of these improvements has been obtained by 
analysis of the results of earlier projects using such techniques and the actual failure rate of the developed 
systems in operational use. 

ED-109 is a relatively new standard and is being applied to ground systems. An older standard 
DO178B/ED-12B is used as the software development requirements for avionics. 

The software assurance level to which a given system must be built depends on the Airspace in which it 
will be used and the Safety and Performance Requirements. For example, in the European Airspace 
covered by Link2000+, the Safety Authority has ruled that in order to exchange profile-changing CPDLC 
messages, ground systems on which a safety requirement has been placed must be compliant with ED-109 
AL4, while avionics must be compliant with DO178B Level C (ED-109 AL3). 

A2.11.5 The Impact of Software Assurance 

The development of "protected mode" applications such as PM-CPDLC implies that ATN Internet 
functions do not have to comply with any Safety Requirements in the current version of ED-120. However, 
in practice ATN Internet functions are implemented in the same physical systems as CPDLC and may still 
be able to have a negative effect on the CPDLC implementation unless strong separation between the 
functions can be demonstrated. A software partitioning strategy can permit functions with different 
Assurance Levels to execute in the same processing environment. 

Open Source Software (i.e. Linux) gives a number of advantages for Safety Related Systems, including 
making it easier to ensure continued support over the extended in-service lifetime of such systems, and that 
configuration control is under the control of the user rather than the vendor. The widespread use of Linux 
also enables in-service experience to be cited in terms of evidence that the system is reliable and there is 
confidence in a low level of defects even though AL4 principles may not have been applied during its 
development. 

Experience in Europe has shown that the Linux 2.4 kernel can be used to partition AL4 and lower 
assurance level functions running on the same physical system. There are some very specific configuration 
requirements, including a non-modular kernel and restrictions on the use of shared memory and superuser 
privilege 

The importance of this is firstly that system programs, such as the X-Window Server (for graphical user 
interface), do not have to be developed to AL4. The same applies to system and management programs, 
whether they are interactive or daemon processes. Essentially, the standard Linux system utilities can be 
used unmodified provided there are no specific hazards assigned to them (e.g. loss of GUI). 

The second consequence of this is that the software itself can be partitioned so that AL4 functions are in 
separate processes to those that do not have to be AL4. In practice, the AL4 requirement is largely placed 
on software that manipulates the application data. It may be possible to justify developing the data 
transport functions in, for example, the ATN End System to a less stringent (and therefore lower cost) 
assurance level. 

TCP/IP functionality is integrated into the Linux kernel. This can be used as part of the general case for 
using Linux. However, any modification to the TCP/IP function would invalidate not only the “in service 
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experience” case for using the TCP/IP function but also for the whole Linux kernel, because it is an 
integral part of the kernel. 

The conclusion is that PM-CPDLC is a key enabler for the use of TCP/IP for CPDLC-based services, 
because it removes the need to modify TCP/IP in order to meet the Baseline 1 Safety Requirements for 
data integrity and prevention of mis-delivery. Indeed, any modification to COTS TCP/IP in an ATN 
context is highly undesirable because of the consequential impact for implementation. 

A2.12 Security Considerations 

The current ATC Voice based system would be inherently insecure, were it not for established mitigating 
procedures. Only a low level technical capability is needed to jam the VHF channel, listen in to ATC 
communications or to masquerade as a controller. Prevention against masquerade largely depends on the 
professional ability of the pilot and controller to recognise an impostor, and safety is assured by several 
layers of surveillance and conflict alert systems. 

The datalink system would be expected to have better security that the voice-based system if only because 
it requires greater technical knowledge to monitor datalink communications or to masquerade as a pilot or 
controller.  On the other hand, there is nothing in a correctly formed and in-context Baseline 1 CPDLC 
datalink message to betray it as coming from an impostor rather than a genuine pilot or controller. 

An early security analysis of the ATN was performed by EUROCONTROL as long ago as 1995. This 
identified the following threats and vulnerabilities to ATN Security: 

• Masquerade of a Controller, potentially leading to loss of separation due to execution of an 
invalid clearance. 

• Masquerade of a Pilot, leading to confusion (e.g. issuing of a clearance ahead of time). 

• Modification of uplink messages, leading to loss of separation due to execution of an invalid 
clearance. 

• Modification of downlink messages, leading to confusion (e.g. issuing of a clearance ahead of 
time). 

• Denial of Service by jamming, or modification or masquerade of routing information. 

It should be noted that no threats due to loss of confidentially were identified. In voice-based ATC, no 
attempt is made to keep ATC communications confidential and neither is there any current intent to make 
datalink ATC confidential. (However, as ATN supports other classes of communication including AOC, it 
may be required to support confidentiality in some circumstances). 

The development of suitable mechanisms to counter these vulnerabilities was delayed whilst institutional 
issues relating to the export of cryptographic equipment were investigated. These were resolved and the 
ATN Security Extensions were incorporated into the 3rd edition of the ATN SARPs. 

The ATN Security extensions provide: 

• Application level integrity verification and authentication of every message exchanged. 

• Integrity verification and authentication of IDRP routing information exchanged over an 
air-ground datalink. 

• A Public Key Infrastructure based on elliptic curve algorithms and using information derived 
from Context Management for the negotiation of session keys. 



 

 47 

The possibility of integrating the ATN Security Extensions into PM-CPDLC also exists and could provide 
a highly efficient mechanism for authentication of the sender, protecting integrity and protecting against 
mis-delivery. 

Denial of Service attacks based on jamming have to be counted by means to detect the transmitter and 
physical security. These are outside of the scope of the ATN SARPs. However, mitigation of Denial of 
Service by providing alternative routes via other air-ground technologies is a feature of the ATN Internet, 
and one of the reasons why the ATN prefers the most complex of the possible mobile routing scenarios 
(see A2.7). 

A move to TCP/IP datalink would increase the need for effective security due to the very openness of 
TCP/IP. There is a certain amount of protection ("security by obscurity") due to the ICAO ATN using 
communications protocols that are not COTS and hence which are not widely available. Attacks on TCP/IP 
networks are well publicised, and a great deal of effort continually goes into devising new forms of attack. 
Any cheap computer supports TCP/IP, and datalink systems based on TCP/IP without effective security 
mechanisms would be vulnerable to attack from any such system. 

Thus the vulnerability analysis would need to be updated before any move to TCP/IP datalink is 
contemplated. 

There would be an increased need to protect the integrity of application messages.  This could be 
achieved using the existing ATN solution, SSL/TLS, or IPSec.  There are various trade-offs between 
these options. The use of IPSec (the industry standard IP Security Framework) would need to be 
considered. The advantages of IPSec (e.g. available freeware implementations) would need to be weighed 
against the advantages of the ATN application level solution (e.g. better bandwidth utilisation). SSL/TLS 
(TCP/IP transport layer security) should also be considered, since this is in many ways a more natural fit 
than IPSec (TCP/IP network layer security). 

As noted above, there are no known current requirements to make datalink ATC confidential (e.g. by 
encryption of the messages). On the other hand, if there were a requirement for confidentiality of ATN 
communication then IPSec would be a candidate for this. The ATN application solution can also be easily 
updated to add confidentiality. 

If confidentiality were justified for datalink communications, then it is probably also justifiable for 
voice-based ATC; a requirement for confidentiality would have a much bigger impact than just on 
datalink. Link layer encryption in the future communication system may thus be a more natural solution 
since it would protect both voice and data. 

Routing security needs (such as protection of IDRP packets) will depend upon the network architecture. 
Any move to use TCP/IP for air-ground datalink would impact the vulnerability analysis if this resulted in 
a change to the mobile routing strategy. The actual impact of the change would depend on what the change 
was. Further investigation would be required in this area. 

A2.13 Performance and Quality of Service 

The ATN Internet was developed against performance targets developed by the ICAO ADSP (now the 
OPLINK Panel). These targets are shown on a per application basis in Table 1. The transit delay 
requirements are specified by the ATS Class of an application and are shown in Table 2. 

For actual deployment, Safety and Performance Requirements have been specified in RTCA/EUROCAE 
DO-290/ED-120. 
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The high Availability, Reliability and Continuity of Service targets were part of the justification for 
Internet technology. Otherwise, these targets are achieved through network design. 

The ATSC Class based transit delay and latency requirements place demands on air-ground 
communications technology and ultimately determine the suitability of a given class of datalink for a 
particular ATS Application. 

The ATN Internet is able to select between alternative air-ground networks using the ATSC Class 
Requirement given by the application. This way it is possible to have multiple air-ground networks in use, 
with different Quality of Service characteristics and to select the most appropriate of the available 
networks for the data communications of each application. 

Application Availability Integrity Reliability Continuity 

DLIC 99.9% 10-6 99.9% 99.9% 

ADS 99.996% 10-7 99.996% 99.996% 

CPDLC 99.99% 10-7 99.99% 99.99% 

FIS 99.9% 10-6 99.9% 99.9% 

AIDC 99.996% 10-7 99.9% 99.9% 

ADS-B 99.996% 10-7 99.996% 99.996% 

Table 1 ADSP ATS Application Performance Requirements 

 
 

Performanc
e Levels 

Mean 
End-to-End 

Transfer Delay 
(Seconds) 

95% End-to-End 
Transfer 

Delay(Seconds) 

99.996% 
End-to-End 

Transfer Delay 
(Seconds) 

A 0.5 0.7 1 
B 1 1.5 2.5 
C 2 2.5 3.5 
D 3 5 8 
E 5 8 12.5 
F 10 15 22 
G 12 20 31.5 
H 15 30 51 
I 30 55 90 
J 60 110 180 

Table 2 Transit Delay Requirements 

 


